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DDUO makes it easy to automatically enforce privacy 

● Usable
● For non-experts
● Capable of complex 

algorithms



DDUO is prototyped in Python
● DDUO provides a dynamic analysis for enforcing differential privacy, 

embedded in a general purpose language (Python). 
● Expresses privacy concepts such as sequential composition naturally in 

Python with pythonic idioms such as with blocks.



The DDUO Analysis System



Sensitivity Analysis: Object Proxies
>>> Sensitive(<'DataFrame'>, data.csv ↦ 1, L∞)

>>> Sensitive(<'DataFrame'>, data.csv ↦ 1, L∞)

>>> Sensitive(<'DataFrame'>, data.csv ↦ 2, L∞)

>>> ( Sensitive(<'DataFrame'>, data.csv ↦ 5, L∞),  
Sensitive(<'DataFrame'>, data.csv ↦ ∞, L∞))



Conditionals 
- Branching on sensitive values is disallowed 

- Adaptive privacy analysis requires use of 
odometers/filters



Privacy Analysis: Filters and Odometers
>>> 9.963971319623278 

>>> Odometer_ε(data.csv ↦ 2.0)

>>> 1: 10.5627

Traceback (most recent call last):

  ...

  dduo.PrivacyFilterException



Loops, Composition, Variants 
- sequential composition 

- advanced composition 

- variant mixing 



Gradient Descent in DDUO 



Case Studies: Dynamic Enforcement of Privacy
Algorithm Libraries Used Baseline Instrumented 

Version
Overhead (% 
increase)

Noisy Gradient 
Descent

NumPy 5.922s 6.302s 6.42%

Multiplicative 
Weights (MWEM)

Pandas 0.725s 0.833s 14.90%

Private Naive 
Bayes 
Classification

DiffPrivLib 2.155s 2.423s 12.44%

Private Logistic 
Regression

DiffPrivLib 2.022s 3.161s 56.33%



DDUO: General-Purpose Dynamic Analysis for Differential Privacy
●Enforcement for differential privacy is important:

Buggy programs silently violate your privacy
●Automated enforcement of privacy can be practical

https://github.com/uvm-plaid/dduo-python
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