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What is PAKE?

« Password Authenticated Key Exchange
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Why PAKE?

e Password not transmitted

« Mutual Authentication



Two Hurdles

« Secure password entry

 Branding and message



Problem: Mimicry Attacks
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Possible Solution: Secure Ul

Rachna, et al. Dynamic Securii:y Skin Login

/- Slashdot: News for nerds, stuff that matters - Windows Internet Explorer
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Oiwa, et al. MAP-HTTP's In-chrome Login




Problem: Confusion Attacks
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(5 - 20 Characters, case sensitive)
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Problem: Branding and
Messaging

Sign in tc Gmail with your

Ca;-g'i: Account

lzername: | |
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[[] Remembe’ me on this
Computer,

| Sign in |
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Mew to Grmail? t's free and ezsy.

Create an account »

Aoout Gmzil MNew festures!

Sign in to Yahoo!
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Tu check your Calvail account, please luyg in below:

Username:ﬂ ]

Password: | |

| LogIn |

{ Fcrgot usemamz andfor password? )

Mote: fyour account is in ane of the Departmental Domains or
the CalMail systern, you must enter your full emai address (e.g,
userna ne@dormain.berkeley.edul.

—Emall Fraud warning

Please dc naot respond to emails asking for vour usernarmre and
passwerd. Read maore anout phishing.

—Knowladge Base Search

Search kKnowledge Base:

Go |




Conclusion

e More issues remain:

- User Training
- Implementation
- Deployment
 PAKE: Potential benefits but hurdles.

* Full Paper:Firefox implemenation:
http://webblaze.cs.berkeley.edu/2009/pake/




